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The condition of security on the web is extremely poor. Hacking is a movement in which, a 
man abuses the shortcoming in a framework for self-benefit or satisfaction. As open and 
private associations relocate a greater amount of their basic capacities or applications, for 
example, electronic trade, advertising and database access to the Web, at that point culprits 
have greater open door and impetus to access delicate data through the Internet application. 
Therefore the need of shielding the frameworks from the hacking created by the 
programmers is to advance the people who will punch back the illicit assaults on our PC 
frameworks. Moral hacking is an indistinguishable movement which means to discover and 
correct the shortcoming and vulnerabilities in a framework. Moral hacking portrays the way 
toward hacking a system in a moral path, subsequently with great goals. This paper 
portrays what is moral hacking, what are the sorts of moral hacking, effect of Hacking on 
Organizations and Governments. This paper examined the diverse sorts of hacking with its 
stages. 
 
 
 
 
 

INTRODUCTION 
 

It as the extensive growth of internet has brought many good 
things like electronic, commerce, email, easy access to vast 
stores of reference material etc. One of the more effective 
ways of testing network security is penetration testing or 
ethical hacking. It as been undertaking the focus on 
identification and exploitation of security vulnerabilities and 
subsequent implementation of corrective measures. 
Organisztions are increasingly evaluating the success or 
failure of their current security measures through then use of 
ethical hacking processes.1As population increases, the rate of 
growth of technology usage also increases. The number of 
users using internet services is also increases. As internet 
helps us in many ways such as economic, social, electronic 
commerce etc. The internet has own advantage and 
disadvantage. HACKERS: Hacking can be defined as illegal 
things such as stealing passwotd, organization important 
information. 2 
 

Types of Hackers in the present world 
 

White hat hackers: Hacks for finding out the loop holes in 
the security system 
 

 
 
 
 
 
                                                
1 www.ijeset.com 
2 http://www.ermt.com 

Black hat hackers: Hacks for illegal or malicious purposes 
Grey hat hackers: Hacks sometimes legally and sometimes 
not but has no malicious intentions.3 
 
 

Ethical Hacking Phases 
 

The procedure of moral hacking should be arranged ahead of 
time. All specialized, administration and key issues must be 
considered.In the moral programmer class on our site, the 
course starts by recapping the five periods of infiltration 
testing. There ought to be five periods of pen testing module 
that outlines what whatever is left of the moral programmer 
class will resemble. The five stages allude to every essential 
stride during the time spent working an infiltration test, and 
the idea is basic for another contestant into the field. Here is a 
concise outline of the five periods of entrance testing: 
 

Phase 1 Reconnaissance 
 

Observation is the demonstration of social affair preparatory 
information or insight on your objective. The information is 
assembled keeping in mind the end goal to better arrangement 
for your assault. The execution of observation ought to be 
dynamic or inactively. 
 

Phase 2 Scanning 
 

The stage 2 says that of specialized devices of the filtering 
application is to accumulate encourage insight on your 
objective, however for this situation, the intel being looked 

                                                
3 www.ijirae.com 
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for is all the more generally about the frameworks that they 
have set up. 
 

Phase 3 Gaining Access 
 

Stage 3 should take control of at least one system gadgets 
keeping in mind the end goal to either extricate information 
from the objective, or to utilize that gadget to then dispatch 
assaults on different targets is known as the obtaining 
entrance. 
 

Phase 4 Maintaining Access 
 

Stage 4 says that the fundamental advances engaged with 
having the capacity to be resolved inside the objective 
condition keeping in mind the end goal to accumulate 
however much information as could reasonably be expected. 
In the keeping up get to the assailant must stay stealthy in this 
stage, in order to not get got while utilizing the host condition. 
 

Phase 5 Covering Tracks 
 

Stage 4 says that the fundamental advances engaged with 
having the capacity to be resolved inside the objective 
condition keeping in mind the end goal to accumulate 
however much information as could reasonably be expected. 
In the keeping up get to the assailant must stay stealthy in this 
stage, in order to not get got while utilizing the host condition. 
 

Rules of The Ethical Hacking 
 

Set your goals straight 
 

To funeral director with, a moral programmer must begin 
thinking like the trespasser. He should have the capacity to 
recognize the escape clauses on the objective access focuses 
or arranges that are inclined to assault, he should know about 
the repercussions of these vagueness and how the gatecrasher 
can utilize it against the same. A moral programmer at that 
point needs to see whether anybody at the objective notice the 
gatecrasher's endeavors to complete his/her demonstrations. 
 

Plan your testing process 
 

The pivotal thing is arranging and offering it to all the 
concerned work force fitting. An endorsement of the testing 
procedure by all partners included is additionally 
fundamental. 
 

Ask for permission 
 

This expert must be in composed and should plainly express 
that you hold the approved rights to complete the specific test 
you mean for and that the said association will back you 
consistently in the event that any criminal accusations come 
up against you. 
 

Work ethically, work professionally 
 

Avoid venturing out of the said design, adhere to the set 
objectives and plan. Additionally, cease from sharing any data 
in regards to your arrangement and testing to anybody outside 
your set domain.If you are the moral programmer you're 
bound to secrecy and non-divulgence of occasions that unfurl 
amid your hacking procedure to anybody other than the 
association and concerned expert. 
 

Always keep records 
 

Always maintain formal records of what you do and what you 
test and what results you get. Notes can be either in paper or 
electronic, in all cases they must be well maintained. 

Respect the privacy of others 
 

You're bound to gain access to private information 
(encryption keys for instance) while on your quest, however, 
how you use this information is key to being a good ethical 
hacker and a good human being most importantly. Getting 
first hand information about others' private lives doesn't give 
you access to intrude.  
 

Respect others' rights 
 

It's only human to be proud of your achievements. Once you 
get through a locked window, chances are you'd want to pry 
further. However, you must understand that your deeds must 
not cause harm to the rights of others. Also, use tools of the 
trade wisely. The same tool you use for an attack might in 
turn have long lasting implications, a denial of service for 
instance. 
 

Use a scientific process 
 

Follow a scientific/empirical approach while hacking. To 
begin with set a goal that is quantifiable, meaning you know 
when you've reached it rather than going around in circles. 
Your test must be consistent to your findings. If the same test 
brings out two different results when done twice in the same 
case scenarios, there's something terribly wrong about how 
you're going about it.  
 

Pick one tool and stick with it 
 

The internet is rife with countless good tools to carry out your 
process, both free and commercial tools are available. 
However, rather than being overwhelmed by the sheer 
quantity, it's ideal you pick up one tool and stick with it. 
 

Provide timely progress updates 
 

Many a times the time duration of your test might extend 
beyond the set interval (over a week for instance). In all such 
cases, you must provide your organisation with progress 
updates from time to time rather than waiting for the process 
to reach a completion. 4 
 

Ethical Hacking Process 
 

The moral hacking process should be arranged ahead of time. 
All Technical, administration and strategical issues must be 
considered. Arranging is vital for any measure of testing, 
from a straightforward secret key test to hard and fast 
entrance test on a web application. Reinforcement off 
information must be guaranteed, generally the testing might 
be canceled suddenly on the off chance that somebody claims 
they never approves for the tests.So , a very much 
characterized scope includes the accompanying in 
arrangement:  
 

• Specific framework to be tried  
• Risks that are included  
• Preparing calendar to convey test and general course 

of events  
• Gather and investigate learning of the frameworks we 

have before testing  
• What is done when a noteworthy powerlessness is 

found?  
• The particular expectations this incorporates security 

evaluation reports and a larger amount report 

                                                
4http://comexpo-cyber-security.blogspot.in 
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sketching out the general vulnerabilities to be tended 
to, alongside counter measures that ought to be 
actualized while choosing frameworks to test, begin 
with the most basic or helpless frameworks. 

 
CONCLUSION 
 

It seems to be a new buzz word and of the a skillfull or 
efficient way of doing something in a different way of the 
testing security by attacking an installation aren’t new at 
all.but,with the present poor security on the internet, ethical 
hacking may be the most effective way to plug security holes 
and prevent intrusions. On the other hand ethical hacking 
tools have also been notorious tools for crackers. So, at 
present the tactical objective is to stay one step ahead of the 
crackers. Ethical hacking is a tool, which if properly utilized, 
can prove useful for understanding the weakness of a network 
and how they might be exploited. After all, ethical hacking 
will play a certain role in the security assessment offerings 
and certainly has earned its place among other security 
assessments. In conclusion, it must be said that the ethical 
hacker is an educator who seeks to enlighten not only the 
customer, but also the security industry as a whole. 
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