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In the European Union, the right to be forgotten was recognized in Google Spain SL,
Google Inc. v. Agencia Espariiola de Proteccion de Datos, Mario Costeja Gonzalezwhich
was decided in 2014 when Google, Inc. was required to remove personal information by
individuals that requested it. The criteria that the European Union Court of Justice
established are that the data to be removed from a search engine should be inadequate,
irrelevant, no longer relevant, or excessive. The question that naturally arises is whether the
United States Supreme Court should or will also recognize the right to be forgotten. This
paper attempts to answer this question by proposing that the right to be forgotten could be
inaugurated in America if the Supreme Court holds that privacy is property. Justice
Gorsuch’s dissent in United States v. Carpenter suggests this possibility. This paper argues
that such a holding is consistent with previous rulings regarding the right to privacy.
However, a major stumbling block to legalizing the right to be forgotten is the cancel
culture that is seemingly dominating the American scene. Cancel culture may delay the
legal recognition of the right to be forgotten, but it will not prevent the right from being

eventually recognized in statutory or case law.

Copyright©2021 Donald L. Buresh. This is an open access article distributed under the Creative Commons Attribution License, which permits
unrestricted use, distribution, and reproduction in any medium, provided the original work is properly cited.

INTRODUCTION

This paper attempts to answer whether there should be a “right
to be forgotten” in the United States. The right to be forgotten
is an idea that was put into practice by the European Union.'
The issue resulted from a desire by individuals to decide how
to live their lives independent of electronic technology that
perpetually or periodically collects data about their past
without any ability to control the process.” In the United
States, the right to be forgotten seems to be gaining
momentum, particularly in New York State. The New York
State bill A05323 entitled: “An act to amend the civil rights
law and the civil practice law and rules, in relation to creating
the right to be forgotten act” basically mirrors Costeja
Gonzdlez, a European Court of Justice decision that will be
discussed below.?
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Why the Right to Be Forgotten Matters

Does privacy exist anymore?*When information is recorded in
a computer, whether or not it is personal information, it
remains and is stored in a digital form essentially forever.’
Seemingly years ago, before the proliferation of personal
computers and cell phones, conversations were verbal and not
recorded. Before the beginning of 2003, Facebook,’
Instagram,” Skype,® Twitter, or similar software applications
did not exist. If verbal conversations were recorded at all, they
were chronicled using sophisticated electronic equipment. '
Except for violating the civilized rules of etiquette, most
people were content in the knowledge that what was said to
another person would disappear as the sounds of their voice
dissipated into the air or became the topic of gossip by
busybodies who had nothing better to do with their time. All
this changed with the advent of computers and the Internet.
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As the Internet began its pervasive intrusion into everyday life,
people naturally wanted to communicate with one another
using their computers and cell phones.'' At the beginning of
the millennium, computers, cell phones, and other recording
devices were relatively inexpensive.'” These machines were
also intensively marketed to the general public employing the
marketing ploy that one could not thrive in the electronic age
without them."> However, a caveat was a hidden agenda item
that companies in their stampede conveniently glossed over to
amass huge profits.'* Everything that was ever said, typed, or
written down using one of these machines was stored in a
database somewhere.”” Conversations that would previously
dissolve into the atmosphere were now being documented for
seemingly an eternity.'® This simple consequence had dramatic
ramifications to individual rights of privacy."” Anyone
recorded using a computer or a cell phone could now be
accessed at any time in the future, even decades later when
individuals were different people.'®

For example, suppose a 13-year old girl publishes a
particularly inane comment using her Twitter account, meant
only to be seen by a select few of her friends. What this young
girl typed into her Twitter account is now recorded for all time.
If we fast forward, say 20 years, this same message is
accessible provided that one has access to her account. Assume
that this young girl is interviewing for a position with a
Fortune 100 company, and this company purchases access to
her Twitter account. They can now see her inane comment,
which might nix her ability to be hired by that company. If the
13-year old girl had never used Twitter but had merely said her
inane comment verbally to her friends, the words would
probably disappear from everyone’s memory. The result would
be that this girl’s privacy and personal information would be
maintained, and in all likelihood, this young woman would be
hired in the job of her dreams."’

Controversy exists regarding the practicality of inaugurating a
right to be forgotten because of the perceived vagueness in
implementing such a right.”* There are worries regarding the
right’s influence on First Amendment rights to freedom of
speech, the comingling with the right to privacy, increasing
Internet censorship, and probably more troubling, the rewriting
of history.?' Individuals who are proponents of the right to be
forgotten argue that it is necessary to prevent unscrupulous
people from exacting their revenge on others who at one time
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in their lives were probably either naive or innocently
foolish.”

In light of contemporary cancel culture, the right to be
forgotten takes on a whole new meaning because things
individuals have done years or decades ago are accessible on
the Internet for many years to come, if not indefinitely.”* For
example, consider the very recent case of Alexi McCammond,
where this 27-year old editor was fired from Teen Vogue
before she even started working for the magazine.** According
to Downey, McCammond was about to take the editorial reins
at Teen Vogue when several of her anti-Asian tweets that were
ten years old were posted on social media.”> McCammond
complained that she received a 2/10 on a chemistry problem
from an Asian teaching assistant in her offensive tweet.”®
Downey asked whether this case was a teaching moment for
teenagers not to post allegedly racist statements or whether
society should not “execute people in the public square for
insensitive and dumb things they did as teenagers.””’
According to Wood, “the entire point of being a teenager is to
make and correct the most mortifying errors of your life.”*®
However, without a legally recognized right to be forgotten in
the United States, stupid statements made by unthinking
teenagers may have the ability to haunt a person well into
adulthood and even into old age. The effect of not permitting
people to remove statements or events from the Internet that
are no longer relevant or material is to potentially relegate
highly competent individuals to jobs menial they will simply
be unable to contribute significantly to society. At least this is
a possible conclusion that may likely come out of the
McCammond fiasco.

DISCUSSION OF RELEVANT LEGAL ISSUES

In this section, two international organizations’ privacy
principles, including the United States’ privacy principles, will
be listed. Second, what privacy means in the United States
versus what it means, particularly in Europe, will be examined
at some length. The reason is that whether a person has a right
to be forgotten is directly related to the principles of privacy
and his or her informational property rights regarding the data
being collected.

International and National Privacy Principles

The privacy principles adopted by the Organization for
Economic Co-operation and Development (OECD), a
European-based international economically-oriented body, and
the Asia-Pacific Economic Cooperation (APEC), the Pacific
Rim counterpart, will be listed in turn. Finally, privacy
principles extracted from United States federal law will be
outlined. Together, one can understand the history of personal
information privacy internationally and in the United States.
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Organization for Economic Co-operation and Development
Guidelines

The OECD is a group of 36 member countries, including the
United States, which became a member on April 12, 1961.%
The organization was founded on December 14, 1960, and its
purpose is to promote democratic government and free-market
economies.”’ Its predecessor was the Organization for
European Economic Co-operation which began in 1948 to
administer the Marshall Plan, an American strategy to restore
Europe to economic vitality after World War IL*' On
September 23, 1980, the OECD adopted the Guidelines on the
Protection of Privacy and Transborder Flows of Personal Data
(OECD Guidelines).* Although the OECD Guidelines are not
binding on member countries, they outline privacy legislation
and court opinions.*® The principles are:

o Collection limitation principle — Limits the collection of
personal data by requiring that the data be collected
lawfully;

e Data Quality principle — Personal data should relate to
how it will be used, ensuring that it is accurate, complete,
and current;

e Purpose specification principle — The purpose of why the
data is collected should be specified before the
information is collected;

o Security safeguards principle — Personal data should be
reasonably protected against the risks of destruction,
disclosure loss, modification, unauthorized access, and
use;

e Openness principle — The development, practices, and
policies regarding the collection of personal data should
be readily available;

e Individual participation principle — Individuals have the
right to obtain the personal data collected or confirm that
such data exists; and

o Accountability principle — An organization that controls
the data collection process should be accountable for
complying with these principles.

Asia-Pacific Economic Cooperation Guidelines

The APEC is the Pacific Rim counterpart to the OECD.** The
United States has been a member of the APEC since
November 6-7, 1989.°° In 2004, the APEC adopted the
following privacy principles regarding the use of personal
information, only limited by local law:*’

e  Notice-Organizations that control personal information
should provide easily accessible statements regarding
their practices and policies;

P List of OECD Member countries - Ratification of the Convention on the OECD, ORGANIZATION FOR
ECONOMIC CO-OPERATION AND DEVELOPMENT, (n.d.),
?‘)Itp://www.0ecdorg/about/membersandpartners/list—oecd-member—countries.htm

Id.
31[‘Iistury,ORGANIZATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT, (n.d.),
http://www.oecd.org/about/history/.
20ECD Guidelines on the Protection of Privacy and Transborder Flows of Personal Data,
ORGANIZATION FOR ECONOMIC CO-OPERATION AND DEVELOPMENT, (n.d.),
http://www.oecd.org/sti/ieconomy/oecdguidelinesontheprotectionofprivacyandtransborderflowsofperson
aldata.htm.
P 1d.
*1d.
35 History, ASIA-PACIFIC ECONOMIC COOPERATION, n.d., https://www.apec.org/About-Us/About-
APEC/History.
3Member Economics, Asia-Pacific Economic Cooperation, (n.d.), https:/www.apec.org/About-
Us/About-APEC/Member-Economies.
YAPEC Privacy Framework, ASIA-PACIFIC ECONOMIC COOPERATION, (August 2017, 2015),
https://www.apec.org/Publications/2017/08/ APEC-Privacy-Framework-(2015).

o  Collection limitation-Data collection of personal
information should only relate to the purpose for which
it is being collected;

o Uses of personal information- Personal information
should be employed to achieve the goal of the data
collection and no other purpose without the consent of
the individual whose data is being collected;

e  Choice-Individuals should be givenaccess, affordable,
and understandable statements so that they may
reasonably decide how their personal information will
be collected, disclosed, and used;

o Integrity of Personal Information — Personal data
should be accurate, complete, and current to the degree
necessary for its use;

e Security safeguards — Organizations that control
personal information should protect the data against the
risks of destruction, disclosure, loss, modification,
unauthorized access, and use;

e Access and correction — Individuals should be able to
confirm that an organization controlling personal
information possesses personal information about them;
and

e  Accountability — Organizations that manage personal
information should be accountable for complying with
these principles;

e Preventing harm — The protection of personal
information should prevent the data from being
misused;

Seven United States Privacy Principles

In the United States, privacy and security principles are stated
somewhat differently but seem to be implied in a form that
does not oblige US companies.**Some state and federal
statutes identify different privacy duties and obligations that
are ascribed to consumer information.*” In general, these
distinctions are concerned with the type of information and the
kind of business.* Even so, these US laws reflect in different
ways these seven privacy principles:*!

e Notice — Companies can be required to give individuals
notice as to the purpose why specific information is
being gathered;

e Choice — Companies can provide people with the option
of not disclosing their data to a third party;

e Outward Transfer — A firm can be required to apply the
notice and choice principles above before
communicating information to a third party;

e Access — Companies usually permit individuals to have
access to their personal information;

e  Security — Information security is essential to protect
private information from misuse;

e Data Integrity — The accuracy and completeness if
personal data may be required; and

e  Enforcement — Companies may be required to have an
enforcement mechanism in place to protect the privacy
rights of a person.

38 ANDREW B. SERWIN,PETER F. MCLAUGHLIN, & JOHN T. TOMASZEWSKI, PRIVACY, SECURITY, AND
INFORMATION MANAGEMENT: AN OVERVIEW (American Bar Association 2011).

*1d. at 10.

4.

411d. at 10-11.
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What Privacy Means in the United States

In the United States, the right to privacy is neither stated in the
United States Constitution nor any of the Amendments to the
Constitution.*” The right to privacy is a right that is implied
from the rights that are expressed in the Constitution and by
statutory law.* This means that the right to privacy is defined
differently, depending on the individual that creates the
definition.

American Definition of Privacy

According to the Merriam-Webster’s Dictionary, privacy is the
“quality or state of being apart from company or observation”
or the “freedom from unauthorized intrusion.”** Black’s Law
Dictionary defines privacy to be: “[t]he right that determines
the nonintervention of secret surveillance and the protection of
an individual’s information.”*In Black, the definition is
broken up into four parts. First, physical privacy is: “[a]n
imposition whereby another individual is restricted from
experiencing an individual or a situation.”*® Second, delusional
privacy is “[t]he imposition of a restriction that is exclusive to
an entity.”"’ Third, informational privacy is: “[t]he prevention
of searching for unknown information.”® Finally, dispositional
privacy is; “[t]he prevention of attempts made to get to know
the state of mind of an individual.”*

In Griswold, the Supreme Court first recognized the right to
privacy.”® In 1965, Estelle Griswold, the executive director of
the Planned Parenthood League of Connecticut, and Dr. C. Lee
Buxton, a physician, and professor at Yale, were arrested and
fined $100 for providing contraception advice to couples who
were married.”’ The issue that was litigated in the case was
whether a married couple had a constitutional right to privacy
when they were advised regarding contraceptives.”

In 1890, Samuel D. Warren and Louis D. Brandeis wrote a
Harvard Law Review article entitled: The Right to Privacy.”
In the article, Warren and Brandeis defined privacy to be “the
right to be left alone.”**

Fourth Amendment

The right to privacy is intimately associated with the Fourth
Amendment, where it protects “the right of the people to be
secure in their persons, houses, papers, and effects, against
unreasonable searches and seizures ....”>> The Amendment
demands that law enforcement officers obtain a warrant before
searching.’® Police officers must make a sworn statement
before a neutral magistrate and describe in particularity “the
place to be searched or things to be seized.”’ According to the
Fourth  Amendment, physical searches require law

“2 Tim Sharp, Right to Privacy: Constitutional Rights & Privacy Laws, LIVE SCIENCE, (June 12, 2013),
?}ttps://www.livescience.com/3739S-right-m-privacy.html.

Id.
“Privacy, MERRIAM-WEBSTER’S DICTIONARY [ONLINE], (n.d.), https:/www.merriam-
webster.com/dictionary/privacy.
::Privacy, BLACK’S LAW DICTIONARY [ONLINE], n.d., https://thelawdictionary.org/privacy/.
oy
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OGriswold v. Connecticut, 381 U.S. 479 (1965),
https://supreme.justia.com/cases/federal/us/381/479/#tab-opinion-1945663.
S Griswold v. Connecticut and the Right to Contraceptives, FINDLAW, (n.d.),
https://family.findlaw.com/reproductive-rights/griswold-v-connecticut-and-the-right-to-
contraceptives.html.
2 1d.
3 Samuel D. Warren & Louis L. Brandeis, The Right to Privacy, 4 HARVARD L. REV. 5, (December 15,
514890), http://groups.csail.mit.edu/mac/classes/6.805/articles/privacy/Privacy brand warr2.html.

Id.

*>U.S. CONST. AMEND. V.
56

1d.
T 1d.

enforcement to prove to a neutral magistrate that probable
cause of criminality exists.”® However, over the past 50 years
and even before the Warren Court, the Supreme Court had
carved out some exceptions, including a search incident to a
lawful arrest, plain view search, consented search, stop and
frisk search, automobile search, inventory search, and hot
pursuit search.*

Reasonable Expectation of Privacy Test

The reasonable expectation of privacy is a legal test used in
determining whether the Fourth Amendment applies. It is
related to the right to privacy but different from the right to
privacy. The right to privacy is a much more expansive notion
and is present in many legal systems. There are two kinds of
expectations of privacy. First, there is an objective expectation
of privacy or an expectation of privacy that society commonly
recognizes and may be protected by law.®’ Second, a
subjective expectation of privacy is a particular opinion by a
person whether a specific circumstance is private.®’ For
example, an individual has a reasonable expectation of privacy
in public places that public or private institutions provide to
ensure privacy. These places include hotel rooms®, public
restrooms, portions of jails®, or a public phone booth.** One
prominent exception to a reasonable expectation of privacy is
an observation made during lawful aerial surveillance that does
not use highly technical equipment.*®

Reasonable Expectation of Privacy Case Law

In Olmstead, the Supreme Court opined that private telephone
conversations could be wiretapped without judicial ascent.” In
essence, the Court held that there was no violation of
Olmstead’s Fourth Amendment rights. In Katz, the Court
overruled Olmstead and expanded Fourth Amendment
protection when the expectation was reasonable as well as to
places where a person demonstrated a reasonable expectation
of privacy.®’ In his concurring opinion, Justice Harlan created
the reasonable expectation of privacy test for determining
when a government action constituted a search.®® In Miller,
the Court found that Miller had no Fourth Amendment interest
regarding his or her banking records because he had no
legitimate expectation of privacy regarding the substance of

1d.
$Chimel v. California, 395 U.S. 752 (1969), https://supreme.justia.com/cases/federal/us/395/752/ and
Arizona v. Gant, 556 U.S. 332 (2009), https://supreme.justia.com/cases/federal/us/556/332/#tab-opinion-
1962911 (search incident to a lawful arrest exception); Arizona v. Hicks, 480 U.S. 321 (1987),
https://supreme.justia.com/cases/federal/us/480/321/#tab-opinion-1957005 (plain view exception);
Illinois v. Rodriguez, 497 U.S. 177 (1990), https://supreme.justia.com/cases/federal/us/497/177/#tab-
opinion-1958395 (consent exception); Terry v. Ohio, 392 U.S. 1 (1968),
https://supreme.justia.com/cases/federal/us/392/1/#tab-opinion-1947459 (stop and frisk exception);
Carroll v. United States, 267 US. 132 (1925), https://supreme.justia.com/cases/federal/us/354/394/#tab-
opinion-1941567 (automobile exception); South Dakota v. Opperman, 428 U.S. 364 (1976),
https://supreme.justia.com/cases/federal/us/428/364/#tab-opinion-1951901 (inventory search exception);
and Kentucky v. King, 563 U.S. 452 (2011), https://supreme.justia.com/cases/federal/us/563/452/#tab-
opinion-1963504 (hot pursuit exception).
Expectation of Privacy, LEGAL INFORMATION INSTITUTE, CORNELL UNIVERSITY, (n.d.),
gttps://www.law4comell.edu/wex/expeclationiofiprivacy

Id.
%2 Jason C. Miller, Do Not Disturb: Fourth Amendment Expectations of Privacy in Hotel Rooms, 7
SETON HALL CIR. REV. 2, (December 2010),
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=1718669.
PAUL BERGMAN & SARA J. BERMAN-BARRETT, CRIMINAL LAW HANDBOOK: KNOW YOUR RIGHTS,
SURVIVE THE SYSTEM 38, 63 (NOLO 18th ed. 2018).
Katz v. United States, 389 U.S. 347, 361 (1967),
https://supreme.justia.com/cases/federal/us/389/347/#tab-opinion-1946919 (here, the plaintiff had a
reasonable expectation of privacy while making a call in phone booth).
%Dow Chemical v. United States, 476 U.S. 227 (1986),
https://supreme.justia.com/cases/federal/us/476/227/#tab-opinion-1956603 (here, there was no
reasonable expectation of privacy by the plaintiff when the government conducted aerial surveillance).
Also see Florida v. Riley, 488 U.S. 445 (1989) (here, the Court held that police officials do not need a
warrant to observe an individual's property from public airspace).
%Olmstead v. United States, 48 S.Ct. 564, 569 (1928),
https://supreme.justia.com/cases/federal/us/277/438/#tab-opinion-1932307.
“TKatz, supra, note 64 at 353.
%8 Matthew Tokson, Knowledge and Fourth Amendment Privacy, 3 NORTHWESTERN UNIV. L. REV. 1,
(December 15, 2016), https://scholarlycommons.law.northwestern.edu/nulr/voll11/iss1/3/.
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original checks and deposit slips that were not confidential.*’
The Court concluded that the government could lawfully
obtain information revealed to a third party.”

In Smith, The Court applied Justice Harlan’s test when Justice
Blackmun observed that employing a pen register was not a
Fourth Amendment search because there was no reasonable
expectation of privacy.”' In Kyllo, the Court again used the
reasonable expectation of privacy test when the Court opined
that using a Forward Looking Infra-Red (FLIR) thermal
imaging device was a search because the use of the device
violated Kyllo’s reasonable expectation of privacy. In this
case, in his argument for the majority, Justice Scalia opined
that looking through a home with a highly technical device
violated Kyllo’s reasonable expectation of privacy.””

In Jones, the government violated Jones’ reasonable
expectation of privacy rights when it attached a Global
Positioning System (GPS) tracking device to his car.”” Like
Kyllo, Justice Scalia noticed that a trespassory test needed not
to exclude a reasonable expectation of privacy argument when
there was no government trespass.”* Unfortunately, Justice
Scalia did not discuss the more significant privacy inferences
that could have been made when warrantless GPS data are
collected.” Justice Sotomayor aptly noticed that the privacy
test’s reasonable expectation was independent of the common-
law trespassory test.”® Even so, Justice Sotomayer speculated
whether short-term GPS surveillance was constitutional by
reasoning that a third party does not necessarily disclose such
data.”’ She distinguished Knotts”™ from Jones when an
individual is scrutinized seven days a week, 24 hours a day.”
In his concurring opinion, Justice Alito observed that long-
term GPS monitoring does infringe on an individual’s
reasonable expectation of privacy by arguing against the
trespassory test.*® Justice Alito felt that long-term surveillance
might provide information about a person’s beliefs and values
that is not evident in the short-term."’

In Riley, the Court decided that searching a seizing the
contents of a cell phone was unconstitutional because the cell
phone owner has a reasonable expectation of privacy even
though he or she is being arrested.*> The contents of a cell
phone do not threaten a law enforcement officer’s safety.™ The
problem with searching the contents of a cell phone is that the
search is like a police officer going through an individual’s
private papers in a person’s bureau or cabinet without a
warrant, thereby violating his or her reasonable expectation of
privacy.®
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In Carpenter, the Court held that the government violated
Carpenter’s Fourth Amendment rights in procuring cell phone
metadata without a warrant.*> Before Carpenter, the
government could obtain cellphone metadata by requesting it
from the cellphone provider by proclaiming that the data was
required for an investigation. The ruling in Carpenter was
relatively narrow because it did not opine on whether the
cellphone user or the cellphone provider owned the metadata.®
Strangely, the cellphone user’s property rights were not
discussed in the majority opinion even though property rights
were the basis of the Sixth Circuit’s judgment.”” The good
news from Carpenter is contained Justice Gorsuch’s dissent,
where he stated that cell phone metadata is the property of cell
phone owners.*® His objection is insightful because if cell
phone owners have a reasonable expectation of privacy, it is a
small step to allowing individuals to control the data about
themselves that others can see on the Internet.

What Privacy Means in Europe

In the European Union, the American Court’s reasonable
expectation of privacy test is irrelevant. Instead, the EU uses
Directive 95/46/EC when determining whether an individual’s
rights to privacy have been violated.* The significant
differences are striking. In the United States, a citizen only has
a reasonable expectation of privacy in their home.” With the
introduction of Alexa, Amazon’s so-called “smart speaker,” a
reasonable expectation of privacy in a home is quickly
disappearing.”’ In contrast, the EU is traveling a different road.
The EU is tipping the balance for an individual’s rights of
privacy against a search engine’s economic interests and the
public’s right to know.”

European Definition of Privacy

In contrast to the United States Constitution, the European
Union Charter of Fundamental Rights (EUCFR) explicitly
respects private and family life and protects personal data.”
Title II Article 7 states that “[e]veryone has the right to respect
for his or her private and family life, home and
communications.”* Title II Article 8 affirms that “[e]veryone
has the right to the protection of personal data concerning him
or her.”” Article 8 further expounds on an individual’s right to
privacy by declaring that “[sJuch data must be processed fairly
for specified purposes and by the consent of the person
concerned or some other legitimate basis laid down by law.
Everyone has the right of access to data which has been
collected concerning him or her, and the right to have it
rectified.””® Article 8 concludes by noting that “[c]ompliance

$5Carpenter v. United States, 585 U.S.__ (2018),https://supreme.justia.com/cases/federal/us/585/16-
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5 1d.
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with these rules shall be subject to control by an independent
authority.””’

When Articles 7 and 8 of Title II of the European Union
Charter of Fundamental Rights is compared to the OECD
Guidelines, it is evident that Articles 7 and 8 are consistent
with these standards.”® Title II Article 7 satisfies the data
quality principle by ensuring that the data is accurate,
complete, and current because it addresses a person’s private
family life.”” This is the fundamental characteristic that an
organization  controlling  personal information  must
demonstrate that it respects individual or family privacy rights
and the data generated therein.'” Title II Article 8 Section 1 is
also consistent with the OECD data quality principle for the
same reason.'® Title II Article 8 Section 2 encompasses the
collection limitation principle, the purpose specification
principle, the openness principle, and the individual
participation principle. Data must be processed fairly for
specified purposes with either the consent of the person whose
data is at issue.'” Title II Article 8 Section 3 included the
security safeguard principle and the accountability principle
because accountability and safeguarding individual personal
information are intertwined.'” Thus, when taken together,
Title IT Articles 7 and 8 satisfy the OECD privacy guidelines.

Google Spain SL and Google, Inc. v. Agencia Espaiiola de
Proteccion de Datos and Mario Costeja Gonzalez

In Google Spain SL, Google, Inc. v. Agencia Espariola de
Proteccion de Datos, Mario Costeja Gonzdlez (2014), the
Court of Justice of the European Union (CJEU) held that
Google Spain SL and Google, Inc. must eradicate links to web
pages that are freely accessible worldwide when individuals
whose personal information is contained therein demand that
the links to be removed.'” The result of the CJEU ruling is
that an internet search engine must address the demands of
individuals who ask that links be eliminated to freely
accessible web pages when a third party conducts a search
based on the individual’s name.'” The eradication reasons
include situations where the search results are facially
inadequate, no longer relevant, or excessive given the amount
of time that has elapsed.'® If the search engine refuses to
honor the request, an individual can petition the European
Union (EU) courts to redress grievances.'”” The courts reserve
the right to overrule the decision of the search engine.'”®

In 1998, La Vanguardia, a Spanish newspaper, published two
announcements regarding a forced sale of properties from
social security debts.'” The announcements were posted per
the Spanish Ministry of Labor and Social Affairs to entice
people to bid on the properties in an auction.''’ The

7 1d.
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announcements were also published on the newspaper’s
website.'"!

One of the properties belonged to Mario Costeja Gonzalez, and
he was specifically named in one of the announcements.''? In
November 2009, Costeja Gonzalez requested that his name be
no longer part of the Google database.'”® Costeja Gonzalez
wanted his name removed because the forced sale occurred
nearly ten years earlier and was no longer relevant.'" La
Vanguardia denied the request because the newspaper
believed that erasing Costeja Gonzalez’s data was improper.
After all, the Spanish Ministry of Labor and Social Affairs had
ordered that his name is published.'"’

In February 2010, Costeja Gonzéalez contacted Google Spain
SL requesting that the search engine remove the links.''®
Google Spain SL alerted Google, Inc., asking for guidance.'"”
Costeja Gonzalez then filed a complaint with the Spanish Data
Protection Agency (i.e., Agencia Esparniola de Proteccion de
Datos, “AEPD”) requesting that La Vanguardia, and Google
Spain SL or Google, Inc. delete the links.'"® On July 30, 2010,
the AEPD rejected the complaint against La Vanguardia but
endorsed the complaint against Google Spain SL and Google,
Inc.'” Google Spain SL and Google, Inc. appealed the
National High Court decision of Spain (i.e., Audiencia
Nacilozilml, “AN")."*® Google Spain SL and Google, Inc. argued
that:

e EU Directive 95/46/EC did not have jurisdiction over
Google, Inc.;

e No data processing occurred;

e If data processing did occur, neither Google, Inc. nor
Google Spain SL were data controllers; and

e Costeja Gonzalez had no right to ask the search
engine to remove the offending links.

The AN issued a stay pending a preliminary decision from the
CJEU based on EU Directive 95/46/EC.'* In February 2013,
the case was heard by the CJEU, and on May 13, 2014, the
CJEU published its judgment.'*

The CJEU concluded that Google Spain SL and Google, Inc.’s
reasons were not compelling.'** The Court opined that Google,
Inc. was responsible for removing Costeja Gonzalez’s data.
Costeja  Gonzalez’s property’s forced sale should be
electronically forgotten because the information was no longer
relevant.'” The CJEU also held that Article 14(a)'*® of EU
Directive 95/46/EC as related to Articles 7(e)'>” and 7(f)'*®
permitted Costeja Gonzalez to object to the search engine
keeping his data online.'” Furthermore, Article 12(b)"°

111 Id
112 Id
13 4.
114 4.
115 Id
116 Id
117 1d.
18 4.
119 Id
120 Id
21 g
122 4.
123 Id
124 David Streitfeld, European Court Lets Users Erase Records on Web, THE NEW YORK TIMES, (May
13, 2014), https://www.nytimes.com/2014/05/14/technology/google-should-erase-web-links-to-some-
Pgrsonal-data-europes-highest-coun-says.html.
Id.
12°EU Directive 95/46/EC - The Data Protection Directive: Chapter I - General Rules on the
Lawfulness of the Processing of Personal Data, DATA PROTECTION COMMISSION, (n.d.),
Pzt;ps://www.datapmtection.ie/docs/EU-Directive-95-46-EC-Chapter»2/93.htm.
128 ij
129 4.
130 4.

24132



Will cancel culture prevent the adoption of the right to be forgotten?

allowed Costeja Gonzalez to ask the search engine to remove
his data."!

The decision was significant because it balances an
individual’s right to privacy and the EU’s data protection laws
against the public’s right to know.'*? What the ruling did not
do is remove the data instantaneously without due process
issues being considered.”” The opinion also distinguished
between public and private individuals."** In general, the CJE
held that individual privacy rights supersede a search engine
operator’s economic interests, including the public’s right to
know.'** The CJEU aptly observed that had Costeja Gonzalez
been a public figure, the balance would have tilted in the other
direction.'*

Google’s Experience Because of the Decision

After the case concluded, Google published an online form
whereby a European Union citizen or a European Free Trade
Association national could ask Google to remove links,
presuming that the data was inadequate, irrelevant, no longer
relevant, or excessive.””’ On the first day that the form was
published, Google received over 12,000 requests to remove
specific links from the company’s search engine."”® The
consumer advocacy group Consumer Watchdog subsequently
invited Google to extend these European rights to users in the
United States by filing a complaint with the Federal Trade
Commission."”* However, a similar holding in the United
States by the Supreme Court or similar legislative action by
Congress seems dim because of the possibility of violating the
First Amendment.'*’

ISSUES WITH AMERICAN PRIVACY LAWS

The issue with the current state of privacy laws is that there is
no federal privacy law in force. In California, the California
Consumer Privacy Act, as amended by the California Privacy
Rights Act, recently became law.'*' '** Nevada and Virginia
also passed privacy laws.'* '** In protecting biometric data,
[llinois currently has the most comprehensive biometric
privacy law on the books.'* Texas and Washington are the
two states that have biometric privacy laws.'*® '’ Other states
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are now considering passing privacy laws or biometric privacy
laws, respectively.'* 149 10

Regarding privacy, there is the 1890 definition of privacy in
America by Warren and Brandeis in their Harvard Law
Review, where privacy was defined as “the right to be left
alone.””" The United States citizens possess a reasonable
expectation of privacy test as prescribed by Justice Harlan in
Griswold."™ There is a legion of Supreme Court cases that
expand how the reasonable expectation of privacy test should
be applied.”® From the Constitution, America has the Fourth
Amendment that states that searches and seizures should be
reasonable where probable cause exists. A neutral magistrate
must issue a warrant. The items or persons to be searched or
seized must be described with particularity.'** The assumption
behind all of these tools is property ownership.

Property and Privacy

Privacy is property.'According to Warren and Brandies,
privacy deals with the ownership of property.*’BeforeKatz,
privacy was affiliated with places and not people.'>’ After Katz,
privacy became a characteristic of a person, and what were
that person’s reasonable expectations about whether his or her
activities were private actions.'™ In Katz, the defendant was in
a telephone booth making a telephone call when the
government spied on him."’ The Court opined that Katz had a
reasonable expectation of privacy because telephone booths
were completely enclosed.'® He was surrounded by three
walls and two small folding doors in a narrow building that
could only comfortably fit a single individual.'" The Fourth
Amendment states that “the right of the people to be secure in
their persons, houses, papers, and effects, against unreasonable
searches and seizures ....”"*" An individual’s houses, papers,
and effects are either real or personal property,
respectively.163The 13th Amendment abolished slavery where
a natural could be legally considered property unless slavery or
indentured servitude is punishment for a crime.

Principles of Privacy Revisited

The United States is a signatory to the principles of privacy as
expressed by the Organization of Economic Co-operation and
Development and the Asia-Pacific Economic Cooperation
organizations.'®® The OECD and the APEA have carefully
explained the principles that form the foundation of individual
privacy regarding personal information.'®® The word
“economic” is contained in the names of both organizations.'®’
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By implication, privacy is integrally related to business and
economic interests.'®® The privacy principles discussed by
Serwin et al. are seemingly independent of monetary gain.'®’
The United States is fundamentally a governmental
organization whose primary purpose is to promote
commerce.'”’ Thus, even though the privacy principles in
Serwin et al. do not explicitly address commercial
transactions, the elephant in the room seems to be hiding in
plain sight.

Costeja Gonzalez Revisited

In revisiting Costeja Gonzdlez, this time, the analysis of the
facts of the case will focus on Justice Harlan’s reasonable
expectation of privacy test. In 1998, the Spanish newspaper,
La Vanguardia, published two announcements about selling
properties to satisfy social security debts.'”' The Spanish
Ministry of Labor and Social Affairs published the
announcements to encourage people to bid on the properties at
auction.'”” The announcements were also posted on the
newspaper’s website.'”” Although Costeja Gonzalez possessed
some property rights, the mortgage company’s property rights
superseded Costeja Gonzalez’s rights. His real property was
being foreclosed, and the Spanish Ministry of Labor and Social
Affairs attempted to find buyers.'” The property was likely
sold at auction.'” When applying the reasonable expectation
of privacy test, in 1998, Costeja Gonzalezclearly possessed no
right of privacybecause the property was being sold at auction.
If there was a privacy issue here, it should be recalled that the
advertisements were public documents.'”® In the United States,
the scales are tipped toward economic interest and the public’s
right to know rather than personal information privacy. When
applying the reasonable expectation of privacy test, Costeja
Gonzalez had no reasonable expectation of privacy. This
means that the Court would probably conclude that La
Vanguardia had no obligation to remove its posting of the
advertisement on the Internet even though the advertisement
was approximately ten years old.

What probably would have happened to Google Spain SL and
Google, Inc. If the two companies’ economic interests had
been addressed and the reasonable expectation of privacy test
been employed? The announcements were public
documents.'”” Google Spain SL and Google, Inc. would be
innocent third-parties faithfully performing their economic
function of delivering to people information contained on the
Internet. The two organizations would be actively promoting
their financial interests.'”™ In Dodge v. Ford, a corporation’s
purpose is to maximize sharcholder value,'” or from an
economic perspective, to maximize profits, or equivalently, to
minimize costs."™ Costeja Gonzélez possessed no reasonable
expectations of privacy from the Supreme Court’s view
because of the bankruptcy announcements’ public nature.'®!
This means that in the United States, Costeja Gonzalez would
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probably have been decided in favor of Google Spain SL and
Google, Inc.

Therefore, in the United States, under American law, Costeja
Gonzalez would probably have lost.

Appropriate Resolutions

Despite this rather dismal analysis, there is a single shining ray
of hope that could enlighten America’s privacy landscape. Lao
Tzu stated that a person’s greatest strength is also his or her
greatest weakness.'™ In other words, hope stems from Justice
Gorsuch’s dissent in Carpenter.'™ In his dissent, Justice
Gorsuch insightfully observed that had the Court did not
adequately address Carpenter’s property rights regarding cell
phone metadata when a cell phone was not being used to make
or receive a call."™ The idea is that if an individual possessed
property rights regarding personal information, there is the
distinct possibility of ensuring that the courts would come to
the same result as in Costeja Gonzdlez.

The Fair Credit Reporting Act of 1970

As decided by the EUCJ in Costeja Gonzdlez, Google Spain
SL and Google, Inc. were instructed to remove personal
information from the search engine that the data was
inadequate, irrelevant, no longer relevant, or excessive.'s The
regulation of private information is also specified in the Fair
Credit Reporting Act of 1970 (FCRA).'"™ When a credit
reporting agency adjusts an individual’s credit report entries,
the service is free to the consumer.'’

An individual wants to contest a derogatory on his or her credit
report. The person writes a letter to the credit reporting agency
denying the negative data in his or her credit report.'™ The
credit reporting agency has 30 days either to verify that the
derogatory is accurate and should remain on the individual’s
credit report or to delete the derogatory from the credit report
because the information is false or because the merchant that
created the derogatory failed to respond to the credit reporting
agency regarding its correctness within the 30-day window.'®
The credit reporting agency is acting as a so-called
“magistrate,” determining whether a derogatory stays or
goes.'” Furthermore, the credit reporting agency is not legally
liable for the existence of the derogatory.'®' The only time that
a credit reporting agency is legally liable is if it fails to remove
a derogatory when it is legally obliged to do so.'” Individuals
are responsible for ensuring that their credit reports are
accurate.'”

The Digital Millennium Copyright Act of 1998

The Digital Millennium Copyright Act (DMCA) of 1998 was
signed into law by Pres. Clinton on October 2, 1998."* The
Act made the United States of America a signatory to the two
1996 World Intellectual Property Organization (WIPO)
treaties, namely, the WIPO Copyright Treaty and the WIPO
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Performances and Phonograms Treaty.'”® Section 512(c), also
known as the safe harbor provision of the DMCA, specified an
exemption for internet service providers (ISPs) or online
service providers (OSPs) against copyright infringement
liability given that:'*

e An ISP/OSP does not receive any financial benefit
arising from the infringing activity;

e An ISP/OSP does not have actual knowledge, nor be
aware of the facts and circumstances surrounding the
hosting of the infringing material;

e  When given expressed written notice by a copyright
holder, an ISP/OSP removes the alleged infringement
quickly; and

e Under the “red-flag” test, if an ISP/OSP has
subjective knowledge of an infringement, and a
reasonably prudent person would consider the activity
infringing, the ISP or OSP must expeditiously take
down the alleged violation.

The alleged infringer has the right to contest the removal of the
alleged infringement.'”” The ISP/OSP is required to address
the counter allegations of the alleged offender promptly.'”® If
the ISP/OSP complies with all of these rules, it is safe from
legal liability."”

Comparison of Private Actors

Notice how credit reporting agencies are required by American
law to behave and how the law instructs ISPs/OSPs to act.
Observe that major corporations are involved in both
instances, and their economic interests are subordinate to
individual property rights. When considering the FCRA,
American citizens’ personal information property that is
contained in a credit report tips the scales against the economic
interests of credit reporting agencies.””’ Regarding the DMCA,
the copyright holders’ property rights are superior to the
business interests of the ISPs/OSPs.*”' In both cases, an
effective procedure is involved to ensure that property rights
are protected.

In Costeja Gonzalez, the EUCJ outlined a similar procedure
for Google Spain SL and Google, Inc. to follow. Here, the
EUCIJ held that Google Spain SL and Google, Inc. must
eradicate links to web pages that are freely accessible
worldwide when individuals whose personal information is
contained therein demand that the links to be removed,
provided that the data was inadequate, irrelevant, no longer
relevant, or excessive.’”® If an individual disagrees with a
search engine’s decision, they are free to seek legal redress.””
Thus, the procedure described by the EUCJ has many
procedural steps in common with processes delineated by the
FCRA and the DMCA. The burden to the private information
controller is small relative to the harm experienced by the
person who is the personal information subject.”**
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1917 U.S.C. § 512 - Limitations on liability relating to material online. Section 512(c) specifically deals
with under what conditions an internet service provider or an online service provider is exempt from
liability.
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204 When balancing one harm against another harm, the policy of the law is to rule in favor of party that
experiences the most harm. In this case, an individual is the party that feels the greatest harm.

The Cancel Culture Phenomenon

In the last several years with George Floyd’s death, the civil
unrest in the Summer of 2020, and the Covid-19 global
pandemic, a seemingly unique phenomenon has arisen that
may nix the possibility of the right to be forgotten from ever
becoming law in the United States. It is commonly known as
the “Cancel Culture.” According to Dictionary.com, cancel
culture is defined as “the popular practice of withdrawing
support for (canceling) public figures and companies after they
have done or said something considered objectionable or
offensive. Cancel culture is generally discussed as being
performed on social media in the form of group shaming.”*”
The Merriam-Webster defines cancel culture as “the practice
or tendency of engaging in mass canceling . . . as a way of
expressing disapproval and exerting social pressure.””"

The canceling of an individual does not necessarily occur to
public figures. It can happen to anyone, people who, for one
reason or another, are deemed by cancel culture proponents,
whether or not they are active on social media, who firmly
believe that another individual 1is deserving of
ostracization.””’A careful understanding of the cancel culture
experience indicates that it may have its roots in Ancient
Greece, where ostracism was a political process employed in
Sth-century BCE Athens against individuals that the citizens of
Athens felt were too powerful or dangerous to the city.*®These
unlucky individuals were exiled for ten years from Athens by
popular vote.”” Many great names from Ancient Greece fell
victim to the process, even though the vote may not have been
personal but rather predicated on policies or politics.”'’ After
the statutory ten-year period, many ostracized individuals were
able to return to Athens.”'' The point of ostracization probably
exemplified to the ordinary people of Athens that political
power abuse would not be tolerated.”'> Every year, the citizens
of Athens voted on whether to ostracize an individual.*"?

Previously in this article, the firing of Alexi McCammond was
highlighted.?'* Other individuals have suffered a similar fate.
For example, J. K. Rowling, the author of the world-renowned
Harry Potter series of books and movies, was recently canceled
because she aligned herself with a woman who questioned the
legitimacy of trans identities.”'> Ellen DeGeneres, an American
television personality, was canceled after her employees
alleged that DeGeneres encouraged a hostile work
environment.*'® Kristie Alley, an Emmy and Golden Globe?'”
award winner, was canceled because she criticized Oscar’s
diversity initiative and because she is a Donald Trump

25 Cancel Culture, In DICTIONARY.COM, (n.d.), https:/www.dictionary.com/e/pop-culture/cancel-
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supporter. And many other celebrities have been

canceled.?""**

Cancellation can also happen to seemingly private individuals.
For example, Amy Cooper, a White woman, called the police,
making allegedly false accusations against Christian Cooper, a
Black man who at the time was bird watching in Central Park.
She lost her finance position and was temporarily forced to
surrender her dog to a shelter because people on the Internet
called her a racist.””' Christian Cooper later said, “I’m not sure
someone’s life should be defined by 60 seconds of poor
judgment.”””* Brett Weinstein, a former professor from
Evergreen College, was canceled by the school’s student for
publicly questioning the wisdom of having a day of absence
for only white students.””® The University of Illinois, The John
Marshall Law School Professor Jason Kilborn administered a
Civil Procedure final exam. A question about employment
discrimination used a profane expression for African American
women.””*  Kilborn’s African American students were
offended by the question on the exam and demanded his
termination.””” A Harvard undergraduate used TikTok to
jokingly threaten to stab any individual who said “all lives
matter” cost the student a consulting job.** A student at
Fordham University was punished because students
complained that the student had posted a photo of himself
holding a gun with a comment referring to the 1989
Tiananmen Square massacre.””’ This is only the tip of the
iceberg.

Moderates on the Left appear to be afraid that the current
cancel culture as espoused by the Radical Left they believe
that it may devolve into tyranny.””® Led by Gloria Steinem
(feminist and journalist), Garry Wills (historian), and J.K.
Rowling (author of the Harry Potter books), 150 cultural icons
voiced their disapproval of cancel culture, stating that “The
way to defeat bad ideas is by exposure, argument, and
persuasion not by trying to silence or wish them
away.”**According to the Alliance Defending Freedom, a
conservative Christian organization, American problems are
not silencing others’ speech but rather engaging in
conversation and debate.””® Suppose years from now, this
information is available to everyone forever. In that case, the
question that begs an answer is how individuals in society will
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grow to become better human beings if other people are
constantly reminding them about the foolish and silly things
they said or done in the past. The answer is both simple and
frightening. Individuals may not grow, and whole societies
may stagnate under the weight of massive amounts of negative
information. Simply stated, cancel culture may be significantly
contributing to the decline of civilization.

If the cancel culture becomes an integral American and
Western society, the right to be forgotten will probably never
be recognized in the United States. The cancel culture has a
vested interest in ensuring that society is purified and dissent is
quashed. The likelihood of the right to be forgotten being
recognized in the United States seems to be getting smaller and
smaller with each passing day as more and more data is put on
the Internet, data that will be stored and accessible forever.
One way to limit damage to individual lives from the cancel
culture is to borrow an idea from the Fair Credit Reporting Act
(FCRA).?' Under the FCRA, after seven years, all personal
information, regardless of the nature of the information, is
deleted from a credit report because its relevancy is
questionable. A similar law could be passed requiring search
engines, such as Google, to remove personal information from
the informational database. This potential law and applying
Costeja Gonzalez in the United States would ensure that
negative information that is neither relevant nor material
would adversely affect the citizenry. Of course, there would be
exceptions to an American version of the right to be forgotten.
These exceptions would probably be similar to the exceptions
expressed in the GDPR; individual privacy rights supersede a
search engine operator’s economic interests, including the
public’s right to know.**

CONCLUSION

In conclusion, in the United States, the answer to the question
of whether the nation will ever recognize the right to be
forgotten depends on how privacy and property are viewed.
Succinctly, privacy should be made a property right. Suppose
privacy is a property right, as Justice Gorsuch explained at in
Carpenter. In that case, America can finally align its legal
jurisprudence with the privacy principles specified by the
OECD, APEC, and the General Data Protection Regulation. It
should beremembered that the United States is a signatory to
the OECD and the APEC.** The United States would also be
consistent with the privacy principles attributed to America
and espoused by Serwin er al>** The right to be forgotten
could then become law.

As for any possible First Amendment violations, whose First
Amendment rights would be violated by acknowledging a right
to be forgotten?”* It would indeed not be the individuals who
would own property in the form of private information because
they would be negatively exercising their rights of freedom of
speech. Perhaps the companies that would be tasked with
controlling the personal information, such as credit reporting
agencies or Internet Service Providers (ISPs), should be tasked
with deleting personal information after a specified period? If
their free speech rights are at issue, the FCRP and the DMCA
more than adequately address these organizations’ free speech
rights.
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Will cancel culture prevent the adoption of the right to be forgotten?

By refusing to acknowledge the right to be forgotten could also
be a matter of money. The controllers of private personal
information could argue that it would cost too much money to
protect personal information privacy.”*® A reasonable response
is that credit reporting agencies and ISPsmust spend
administrative dollars to comply with the FCRA and the
DMCA. Google Spain SL and Google, Inc. must abide by the
ruling of the EUCJ.*’ The initial start-up costs have already
been expended.”® The argument citing additional cost is not
compelling.

Therefore, the United States should recognize the right to be
forgotten because private personal information about an
individual is the person’s property. Make privacy a property
right, and the question is answered affirmatively.” The
problem is solved — pure and simple.
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